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Executive Summary
Wireless networks provide unprecedented freedom and mobility for a growing number of laptop
and PDA users who no longer need wires to stay connected with their workplace and the Internet.
Ironically, the very devices that provide wireless service to these clients need lots of wiring
themselves to connect to private networks and the Internet. This wiring is expensive to install and
change, and deployment must be carefully planned and timed to minimize disruption to normal
business operations. Permits or permissions may be required, and then there are the laborious
tasks of pulling, terminating and testing the copper wiring or fiber optic cabling. With all the work
involved, it should not be surprising that wiring can be the most expensive part of a “wireless”
network! Indeed, the many obstacles associated with wiring are now preventing or delaying the
deployment of wireless applications that could deliver a real competitive advantage or a high
return on investment—or both.

The substantial wiring (links) required to implement a “wireless” network

This white paper presents a viable alternative to all those wires—the wireless mesh network. The
wireless mesh offers a breakthrough approach that enables making the leap from localized
HotSpots to fully-wireless HotZones with building-wide or campus-wide coverage and even Hot
Regions that span an entire metropolitan area. Unlike basic Wi-Fi that simply un-tethers the client,
the wireless mesh un-tethers the network itself giving IT departments, network architects and
systems integrators unprecedented freedom and flexibility to build out networks in record
time—with high performance and without the expensive cabling.
Eliminating wires dramatically reduces the implementation costs, and substantially simplifies
on-going operations. Without wires, the network becomes far more adaptable and flexible. Like
the Internet, which itself operates as a gigantic mesh, a wireless mesh network is also remarkably
scalable and reliable. The mesh can literally configure itself, allowing the installation to occur in
hours instead of days or weeks. The mesh is also largely self-managing, making it just as easy to
operate and expand. The bottom line is indeed quite compelling—a fully wireless network that
can be more robust yet less expensive than a wired one.
Mesh networking overcomes the biggest problem remaining in wireless communications: the
wires. By un-tethering the network itself, the IT department can now experience the same
flexibility and freedom mobile users have long enjoyed. And by deploying a mesh backbone, the
network can achieve the same mission-critical robustness and resiliency found in the public
Internet and PSTN.
Wireless mesh networking represents a paradigm shift away from the rigid, long-lead planning
and implementation of the wired backbone, and toward a real-time plug-and-play deployment
model that is up to the challenges of today’s rapidly-changing connectivity environment. By
making it possible to put Ethernet ports anywhere—easily, instantly and affordably—the wireless
mesh will soon have a role to play in virtually every private and public network.
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And no mesh network solution available today is as trouble-free, versatile and affordable as the
Wireless Instant Mesh Network from WiBorne. Contact WiBorne to find out just how easy—and
inexpensive—it can be for your organization to benefit today from the many advantages of
wireless mesh networking.

Wireless Mesh 101
Presented here are the basics of wireless mesh networks. The concepts are covered at a high
level suitable for anyone from the IT manager to the chief executive officer.
The most important thing to remember from this section is that the mesh topology is very different
from the hierarchical hub and spoke topology presently used in most enterprise and service
provider networks. What distinguishes the wireless mesh from other topologies is the generous
number of interconnections among neighboring nodes throughout the network. Although this
improves overall performance and resiliency, it is the sheer number of these interconnections that
makes implementing a mesh with wires either impractical or impossible.

Conceptual mesh topology showing the complexity of physical (or wireless/virtual) interconnections among
network nodes

Self-Management of the Mesh
In what appears to be a paradox, the complex connectivity among neighboring nodes can make
wireless mesh networks very simple to implement and operate. Overcoming this apparent
paradox requires a considerable development effort to make the mesh as self-managing as
possible. In fact, many of the advantages of wireless mesh networking derive from its four
self-managing capabilities. First is that the mesh is self-configuring, which also makes it
self-reconfiguring. New nodes become full members of the mesh topology automatically as soon
as a minute after booting up. Adding, moving or removing nodes and their attached Ethernet
devices (clients, servers, access points, surveillance cameras, gateways, routers, whatever) is as
painless as it is immediate.
Intelligent self-reconfiguration also makes the entire mesh self-tuning end-to-end, allowing traffic
to move dynamically along optimal paths. As those paths change, so too do the route tables that
direct traffic based on the shortest, fastest, least congested or other characteristic of each path.
The self-configuring and self-tuning abilities help give the mesh its third advantage as a
self-healing network. The multiple redundant paths add robust resiliency and, when properly
arranged, eliminate single points of failure and potential bottlenecks within the mesh. Should a
link become congested or a node fail the mesh automatically redirects traffic on an alternate
route.
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The fourth self-managing advantage should now be fairly apparent: wireless mesh networks are
fully self-monitoring. Most mesh vendors do provide management consoles for centralized
command and control, but it is possible to install and operate a mesh network without one. The
console does provide a “big picture” view of the mesh, which is useful for determining the
required number of nodes and the ideal placement of each one. Still, with or without a centralized
console, the wireless mesh is simply the simplest topology to deploy and operate.

Additional Advantages of Mesh Networking
A wireless mesh network delivers scalable performance because it can be expanded easily and
incrementally as needed. Such expansion does require, of course, adequate interfaces in the
form of gateway connections to other network segments or services every so many hops. And the
aggregate bandwidth from edge-to-edge depends on the topology and the nature of the traffic’s
ingress/egress patterns. But in theory, the more nodes the greater the overall performance and
reliability of the mesh. To maximize performance and reliability, each node should have at least
two neighbors.
For these and other reasons, a wireless mesh networks affords unparalleled flexibility and
simplicity. Administrators can add/remove/change nodes as needed or desired without elaborate
site surveys. The self-managing capabilities really do make wireless mesh networks as close to
plug-and-play as any other topology ever has been—or may ever be.

A mixed bands of mesh from WAP

To Mesh or Not to Mesh
What networks employ a mesh topology? Both the Internet and the public switched telephone
network (the PSTN) are mesh networks. The mesh was—and still is—the best way to achieve the
resiliency and scalability demanded from these mission-critical public networks. The many
advantages of mesh networking then beg another question: Why do so few other networks today
utilize a mesh topology? The answer is wiring. The extensive point-to-point wiring required among
neighboring nodes is the principal reason mesh topologies, despite their clear advantages, are
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rarely used. Trying to implement a mesh with copper wiring or fiber optic cabling is impractical in
most situations, and impossible in some.
Putting it another way: the cost is normally just too hard to justify.
For this reason, some have pinned their hopes on fixed wireless as an alternative. But as a
point-to-point or even a point-to-multipoint solution, fixed wireless communications is essentially
like a wire. In addition, fixed wireless deployments can suffer from line of site limitations and can
be subject to single points of failure. And because it is like a wire, fixed wireless is not viable for
mesh networking for many of the same reasons copper and fiber are also impractical—or
impossible.

A Mesh without the Mess (of Wires)
By eliminating the expense of and impediments to wiring, recent adaptations of existing wireless
and switching/routing technologies have now made mesh networks practical and affordable in
more situations than ever before. To achieve this paradigm shift, the wireless mesh takes full
advantage of several proven technologies while advancing the state-of-the-art in two key areas.
One area of innovation is a new twist on an old idea. An existing capability in the 802.11 standard,
the Ad-Hoc Mode of communications, was originally intended for peer-to-peer networking among
clients. Wireless access points and wireless clients normally utilize the Infrastructure Mode, which
is also specified in the 802.11 standards. Ad-Hoc Mode, in effect, requires less overhead then
Infrastructure Mode and makes each node a router capable of passing traffic to other nodes.
The peer-to-peer approach provides a solid foundation for the high performance required in a
mesh network.
A second 802.11 capability is the implementation of multiple spectrums; specifically in the 2.4
GHz and 5 GHz bands. Mesh networks can utilize these unlicensed frequencies to provide
optimal range and minimal interference. Mesh networks that operate in the 5 GHz spectrum
offer high capacity and low interference and are suitable for both indoor and outdoor applications.
And while mesh networks that work in the 2.4 GHz spectrum are subject to more interference with
Wi-Fi networks for example, they provide better radio performance in terms of overall coverage
and dealing with obstacles such as walls and solid building materials.
The third innovation involves making these Ad-Hoc Mode nodes more robust and resilient in their
routing capabilities. The routed traffic control within a wireless mesh network is analogous to IGP,
the Interior Gateway Protocol. For this reason, the mesh is able to perform full point-to-point,
multipoint and multicast routing within its own “domain” in a way that maintains full compatibility
and interoperability with external switching and routing protocols.
Each node in the wireless mesh computes a source tree that defines the paths to all neighboring
nodes within its reach. These neighbors communicate with one another efficiently using special
messages that propagate the mesh internetwork. Changes in the mesh are reported regularly to
make the end-to-end configuration dynamic.
Link metrics may be used, as they are with other routing protocols, to maximize performance as
traffic moves edge-to-edge through the mesh. These metrics can be based on bandwidth, signal
strength, stability, latency or other “per link” parameters. Each link, therefore, carries a “cost” and
the overall load can be balanced efficiently by whatever path presents the least cost.

Wireless Mesh Network Functionality
This section describes the key functionality required to implement a robust wireless mesh network.
It is important to note that although current product offerings are in their first generation, the
underlying technologies (Ethernet switching, wireless communications, security, management,
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routing, etc.) are all proven. With this common foundation, much of the desired functionality
becomes specific to the other aspects of a vendor’s implementation.

Ethernet Pure and Simple
What ultimately determines the usefulness of a wireless mesh is its ability to fit in seamlessly with
existing network standards. The most ubiquitous networking standard by far is Ethernet, which is
supported on virtually every networked device available today, including clients, servers, printers,
surveillance cameras and a host of other networking and internetworking equipment, such as
access points, switches and routers.
A wireless mesh network that provides true Ethernet connectivity will be fully compatible and
interoperable with all Ethernet switching and routing protocols (including IPv6, VPN tunnels,
VLANs, OSPF, BGP, RIP, Multicast, MPLS, etc.). This capability allows multiple wireless mesh
networks, potentially from different vendors, to be internetworked at Layer 2 or Layer 3 including
both IPv4 and IPv6 protocols. To ensure interoperability, any proprietary mesh traffic and routing
between modes should be transparent to any Ethernet devices connected to the mesh network.
As a virtual Ethernet switch, the wireless mesh device does apply some Layer 3 intelligence to
the Layer 2 traffic. For example, broadcast traffic is not propagated through the mesh. The result
is Ethernet compatibility based on a more efficient and manageable network infrastructure.
Although the mesh node likely employs the Internet Protocol (IP) internally within the mesh for a
variety of reasons, operating externally as a virtual Ethernet switch allows support for any non-IP
protocol in virtually any application, including AppleTalk, IPX, NetBIOS/BEUI, SNA, etc.
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A “mezzanine” mesh network cloud as a DMZ connected to another network

The ability to create an Ethernet-based “mezzanine” network affords the maximum level of
flexibility, compatibility and interoperability. A wireless mesh essentially creates a separate
“cloud” operating in either the 2.4 GHz or 5 GHz spectrum that can exist independently with its
own set of services and security, much like a de-militarized zone. Or the mesh cloud can be
integrated with an existing public or private network as a subnet or overlay. Because the interface
to the mesh cloud is Ethernet, IT departments and system integrators have complete freedom to
employ routers, switches, gateways, firewalls and other standard networking and internetworking
systems as needed to achieve the desired level of integration.

Robust Security
Security is a major concern for wireless networks and mesh networks are no exception. Traffic
within the mesh must be secured and outside devices, including those that use the mesh’s
Ethernet services, should be prohibited from accessing internal mesh traffic. Features like digital
signatures can be used to ensure that only authorized systems participate in the mesh. User
traffic between nodes can also be encrypted to prevent wireless eavesdropping. Industry
standards such as 128-bit and 256-bit AES encryption can provide very effective security
comparable to the level of security provided by wired networks.
The mesh should also be able to support other security standards available on other
Ethernet-based and wireless networks. Compatibility with any end-to-end security provisions,
such as virtual private networks (VPNs), may warrant a little closer scrutiny. This is especially
important in wireless environments where VPNs have become the preferred means for securing
over-the-air communications with access points.

Quality of Service
Quality of Service (QoS) in a wireless environment is quite complex owing to the potential for
interference among different transmitting devices in relative close proximity to one another. For
this reason, the IEEE is working to address the issue with a comprehensive standard (802.11e)
that allows all wireless devices to behave in ways that permit end-to-end QoS.
In anticipation of industry standards like 802.11e, many vendors have adopted architectures that
can facilitate end-to-end QoS provisions. One such design consideration is the ability to support
standard Ethernet Class of Service (CoS) tagging to prioritize traffic. Support for CoS will allow,
for example, Video and Voice over IP (VoIP) traffic to take priority over data traffic to achieve the
low latency required. And this raises another very important performance consideration in
wireless mesh topologies: the per-hop latency of each mesh node. Aggregate bandwidth is
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necessary for good quality of service. But bandwidth is increased by growing the mesh, which
also has the potential to add more hops to certain traffic flows. It is, therefore, critical that each
node add a minimal amount of latency, ideally below 3-4 milliseconds.

Managing the Mesh
The self-managing capabilities of a mesh—as a subnet that is self-configuring, self-tuning,
self-healing and self-monitoring—minimize the management burden for network administrators.
Most network administrators, however, are not quite so willing just yet to trust their networks to
“selfanything.” Additionally, because wireless network connections are not visible, determining
exactly how the mesh nodes connect to each other at any given instant in time is difficult at best.
A well-designed management console will, therefore, let network administrators “see” the actual
interconnections to make informed decisions regarding mesh configurations and security. The
console should provide the means to monitor the mesh network’s status from edge-to-edge in
real-time, and provide ample performance and activity statistics. The console should also afford
some form of command and control over the mesh network. A particularly important capability
involves mesh node updates. The console should allow all nodes to be upgraded with new
software in a synchronized or coordinated fashion to avoid cross-version incompatibilities.

Messing with the Mesh
A wireless mesh node is not a wireless access point—nor should it be. The very nature of the
communications within the mesh is very different from that which occurs between access points
and client/server systems. In essence they are two entirely different applications, and trying to
integrate them risks jeopardizing network performance and integrity. The IEEE 802.11 standards
body recognized this difference by providing two separate modes of communication: Ad-Hoc and
Infrastructure.
Nevertheless, there have been some attempts in the industry to integrate these two distinctly
different functions onto a common platform. The potential savings ostensibly results from
leveraging shared components, such as the chassis, power supply and radio/antenna, to reduce
costs. Caveat Emptor! The inevitable interference and management problems can quickly erode
any initial savings. The attempt to combine Ad-Hoc and Infrastructure traffic on the same device
can degrade overall performance because every packet sent or received requires multiple
transmissions—potentially on the same radio/antenna and/or frequency. The performance
mismatch between the relatively slow edge access point and the scalable mesh topology can
impede overall throughput where it counts the most: in the mesh backbone. The combination can
result in a real bottleneck being created at the edge of the mesh, which ultimately degrades
throughput to and from the attached clients and servers.
Another approach is to turn clients and/or servers into mesh nodes by the addition of special
software that runs as an application. Aside from the obvious network reliability and management
support complexities of using desktop or laptop PCs as part of the backbone infrastructure,
serious security and performance issues can arise based on the frequent modifications made to
these systems. Although the mesh is self-configuring, instability could result as devices are
relocated or powered on and off at will. With either approach, the purported savings are, at best,
only short-term and superficial, and at worst, could lead to a much higher total cost of ownership
over time.
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A mesh network interfacing with access points and connecting to an enterprise/service provider network

Keeping the backbone network separate from the access network is a best practice for both
service providers and the enterprise alike. And if the wireless mesh network is to become a
common practice, it must first conform to the established best practice.

Wireless Mesh Network Applications
There are numerous situations where wireless mesh networks are likely to provide a more
versatile or affordable solution than a wired backbone. This section presents some general
characteristics that tend to favor wireless mesh deployments, and then provides a “Top 10” list of
those situations that are ideally suited for mesh networking.
In general, wireless mesh networks are superior in environments that match one or more of the
following criteria:
• The coverage area is extensive, either within a large building, or spanning a sprawling
campus or even wider geography
• Coverage is required both indoors and outdoors
• The building or area is unwired or under-wired, and lacks the infrastructure (raceways,
conduits, etc.) to readily overcome this limitation
• Relatively few “line of sight” obstructions exist, or existing obstructions can be
circumvented with one or two hops
• The installation must be done quickly and/or has a limited or temporary lifecycle such as
a move to another facility in the foreseeable future
Rented facilities are a good example of environments that make great candidates for wireless
mesh networks. The coverage area might not be extensive, but it is owned by someone else.
Because all leasehold improvements remain with the property, the cost to wire the facility may not
yield an adequate return on the investment. This is particularly true in both brand new buildings
where wiring may not have been installed yet and in older buildings where new cabling is very
difficult to pull.
Another area rich in good candidates for a wireless mesh is specialty applications that may or
may not be permanent. For example, a wireless mesh can be a cost-effective element of any
disaster recovery strategy. The mesh is easy to deploy, expand and reconfigure as needed to
mitigate anything from a localized service outage to a more widespread and serious emergency
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situation. The fast and friendly self-managing nature of a wireless mesh also make it suitable for
most “ad hoc” networking requirements, such a trade show or other transitory need.

Wireless Mesh Networking’s “Top 10” List
Here is a list of the “Top 10” applications and industries that are especially well-suited to wireless
mesh networking:
• Hospitality & Entertainment (Resorts, Marinas, RV Parks, Hotels, Casinos, Museums,
Sports Venues, and Shopping Centers) - With more and more people becoming
accustomed to having network access constantly, businesses that fail to accommodate
this need risk losing customers. The hospitality and entertainment industries has both
public and private communication needs. Customers are served by public Internet access
with HotSpots and HotZones throughout the facility. The internal or private needs of the
facility itself can be served by either the same or a separate wireless mesh mezzanine
network.

Hospitality Network

•

Warehousing and Manufacturing – Providing full network coverage in large facilities, such
as warehouses and factories, typically requires massive lengths of cabling that leads to a
questionable return on investment. Using a wireless mesh as a backbone network
simplifies installation and provides an affordable, unobtrusive and completely portable
solution for both small- and large-scale deployments. In addition to being easy to install,
mesh network nodes can be added virtually anywhere Ethernet is required, including time
clocks, scales, surveillance cameras, and even on moving equipment, such as forklifts,
cranes, and conveyor systems.

•

Transportation and Shipping – Whether moving people or pallets, mobility is part and
parcel to the transportation and shipping industries. The wireless mesh is a versatile way
of serving these needs for anything from a seaport to a subway. The mesh can handle
inventory tracking or logistics, security and surveillance, ship-to-shore
communications—or some combination—all cost-effectively.

•

Retail – With the trend in retail to gigantic “super stores,” many retail operations now
share many of the same needs as large warehouses. So in addition to the obvious need
for mobility in such a large facility, many retail establishments now offer HotSpots as a
way of attracting more customers.

•

Public Internet Access HotZones – Whether deployed by service providers or property
managers, public HotSpots are becoming increasingly common. The wireless mesh
network is ideal for the growing number of Wireless Internet Service Providers (WISPs)
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deploying and linking multiple HotSpots in widespread coverage areas, or so-called
HotZones. A variation on this theme is the public guest network, where the mezzanine
created by a wireless mesh can give customers, consultants, business partners and other
visitors access that is isolated from the rest of the private enterprise network.
•

Metropolitan and Community-Wide Networks - Wireless is a natural for “open air”
networks that span all or part of a metropolitan area. The wireless mesh allows separate
mezzanine networks to be deployed to serve different needs. For example, cities are
using wireless networks to deploy downtown hot zones to attract visitors and businesses,
provide broadband services for underserved areas, and save money while improving
government worker productivity.

Multi-purpose Community Network for Non Line-of-Sight (NLoS)

•

Public Safety and First Responders – Wireless mesh networks can enable police and fire
departments and other first responders to better serve their community by providing
connectivity to emergency vehicles any where in a city or town. This improves
communications, provides instant access to local and national data base systems, and
saves money. Other public safety applications that benefit from mesh include video
surveillance, mobile and temporary networks for emergencies, and personnel and vehicle
tracking.

•

Government/Military and Homeland Security – Federal, state and local governments
have both metropolitan- and building-based needs that can benefit from the reach,
resiliency and security of wireless mesh networks. Some of these applications may fall
under the category of Metropolitan and Community Networks, but others are likely to
involve less “open” intra- or inter-agency applications and projects.

•

Educational Institutions (K-12 and University Campuses) – A wireless mesh or multiple
wireless meshes can be used to create extended HotZones connecting multiple buildings
and facilities to unify an entire campus under a single network. In addition, different
networking functions, such as video surveillance, Internet access, backup LAN services
and Wi-Fi access, can all operate across the same mesh infrastructure, extending the
physical reach of all these functions without additional wiring.

•

Health Care – Although many hospitals have extensive network cabling in place, all can
benefit from the portability and low cost of wireless networking. Indeed, with cost
reduction a constant goal in the health care industry, newer and cheaper ways to improve
information flow are attractive. One way to reduce costs is by moving the care to the
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patient rather than the other way around. For example, an Ethernet port on a wireless
mesh node could be used to serve a parking area reserved for portable (and expensive)
instruments, such as Positron Emission Tomography (P.E.T.) scanners.
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Designing a WiBorne Instant Mesh Network
Introduction
Designing a wireless network is often more art than science. The science of radio frequency (RF)
communications is well understood, of course, but applying that science in a practical way when
designing a network can be quite difficult. Understanding the science is also unnecessary with the
right design methodology.
The purpose of this Technical Note is to provide some practical guidelines for designing one type
of wireless network: the WiBorne Instant Mesh Network. To enable a design that is as
straightforward as it is solid for Wi-Fi, surveillance and other wireless backbone applications, the
approach taken involves choreographing the art (step-by-step) without delving any deeper than
necessary into the science. The result is a reduction of the myriad design factors into the
manageable few that normally make the biggest difference. One brief note: The design
recommendations in this technical note are based on the use of omni-directional antennas. Mesh
network design considerations will change as sector or panel antennas are used.
In many ways, the design of a WiBorne Instant Mesh Network is more “forgiving” than it is with
other wireless networks. The reason is the self-managing nature of the WiBorne mesh. Because
the routing protocol used is purpose-built for mesh networking, the mesh becomes both
self-configuring and self-healing. As each node is powered up (or relocated), the entire mesh
(re)configures itself automatically. And should any node fail or be taken out of service, the mesh
heals itself by immediately (and automatically) reconfiguring the topology to take advantage of
any available redundant paths.

The self-managing nature of a WiBorne Instant Mesh Network makes designing the topology a straightforward
3-step

Despite the self-managing “plug-and-play” nature of a WiBorne Instant Mesh Network, some
initial design effort is required to ensure an optimal deployment and to maximize the return on
investment. This Technical Note outlines just such a design effort; its content is divided into three
additional sections. The first section highlights some key design considerations for wireless
networking in general, and wireless meshes in particular. The next section presents a three-step
methodology for designing a WAP wireless mesh network. A brief conclusion summarizes the
main points.
Here are three suggestions for completing a successful design of a WiBorne Instant Mesh Network.
• First and foremost is that there is no reason to dread doing the design. A self-managing
WiBorne mesh is very forgiving and even a sub-optimal design may perform well enough to
tweak it using the change/move/add process.
• Second, pay particular attention to determining the optimal inter-node spacing. The distance(s)
used determine both the mesh performance and its density, which in turn determines the
degree of redundancy. A common mistake is to set the desired spacing too high, resulting in a
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•

mesh that delivers unsatisfactory levels of throughput and/or resiliency. So when in doubt, be
conservative. After all, this is wireless!
Third and finally, seek help. WiBorne takes most popular WISP components in the market with
the design and deployment of any WiBorne Instant Mesh Network in any application,
anywhere in the world. So call or e-mail WiBorne at support@wiborne.com to find the right
partner for your needs.

Instant Mesh Networks from WiBorne
WiBorne WAP wireless mesh nodes make it possible for anyone to deploy an Instant Mesh
Network anywhere – outdoors and indoors. The WiBorne solution is truly plug-and-play. Quite
literally, plug in the WAP mesh node (both the power cord and, at the edge, the Ethernet
connection), and the installation is complete. That’s it. Done. There is no “Step 2” required,
which makes the implementation of a wireless mesh network as painless as it is instantaneous.
And changing the network to improve performance or expand coverage is just as simple and
straightforward.
Because they form automatically without wires, WiBorne mesh networks do not require elaborate
site surveys or physical modifications to buildings and workspaces. Network installation costs and
delays are minimized because wiring between offices, guest rooms, floors and different buildings
is no longer required. Extending Ethernet connectivity for Wi-Fi APs, surveillance cameras and
other devices to outdoor venues such as marina docks, campgrounds, and downtown areas is
trouble-free and cost effective. Provisioning is also quick and easy because no special drivers,
setup, interfaces or configurations are required for equipment to connect via Ethernet to a
WiBorne Instant Mesh Network.
WAP mesh nodes can be configured to operate in either the 5 GHz spectrum or the 2.4 GHz
spectrum. The WAP 5 GHz configuration, with high capacity and low interference, is ideal for high
bandwidth applications in outdoor and indoor environments, such as video surveillance networks
and for environments congested with existing 2.4 GHz traffic. When configured to operate in the
2.4 GHz spectrum, the WAP units can provide better radio performance in terms of overall range
and in dealing with obstacles such as walls and solid building materials. In addition, 5 GHz
mesh and 2.4 GHz WAP mesh networks can co-exist to form resilient networks that scale, while
still being part of one network.
The WAP wireless mesh nodes are both rugged and robust. Because it functions as a virtual
Ethernet switch, a WAP mesh node is fully compatible and interoperable with the existing
LAN/MAN infrastructure. The powerful radios and omni-directional antennas allow for extended
ranges among nodes and enhance resiliency by increasing the number of neighbors each node
can have. The power supply is quite tolerant of fluctuations in voltage and frequency, which
allows WAP mesh nodes to be deployed in locations with a marginal or even substandard power
source. All communications within the mesh are secured with strong 256-bit encryption, and
seamlessly communicates with external networks accommodates VLANs, VPNs, IPv6 and other
security provisions. Finally, a per-hop latency of under 4 milliseconds allows the mesh to handle
VoIP traffic or other demanding applications.
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WAP Indoor and Outdoor Wireless Mesh Nodes

The WAP-Dude mesh management console provides comprehensive and centralized monitoring
and management capabilities. The intuitive Java-based interface makes the WAP-Dude software
about as easy to use as a WAP mesh node. The real-time views show all mesh nodes and all
interconnections throughout the mesh. The command and control features allow authorized
network administrators to update and customize the configuration of individual nodes and/or the
entire mesh network. And together these capabilities let network managers assess performance,
troubleshoot potential problems, expand or tune the mesh, and more.

Features and Benefits
Features

Benefits

Mesh topology

offers self-discovery and redundancy through its self-healing mesh topology. Ideal solution for
overcoming line of sight barriers.
WiBorne employs a scalable, high-performance routing protocol developed specifically for wireless
mesh networks
WiBorne’s technology offers automatic configuration and self-discovery, allowing for true
plug-and-play networking.

Advanced
mesh routing
Ease of use
Single
configuration
Virtual switch

Portable
Ethernet ports
5 GHz and 2.4
GHz spectrums

Multiple
network
gateways
Extended
range (open
environment)

No need for complicated, expensive, multi-module configurations because every node employs an
identical mesh node platform.
Unique technology allows a WiBorne mesh network to operate as a virtual switch, allowing for
ubiquitous deployment of network services and full compatibility with Ethernet switching and routing
protocols such as IPv6. WAP mesh nodes keep backbone traffic private, ensuring client devices are
not burdened with network traffic
Four Ethernet ports on the indoor mesh node and two on the outdoor unit allow the deployment of
any type of network equipment, including computers, surveillance cameras and access points.
Wireless Ethernet ports can be deployed anywhere at a moments notice.
WAP mesh networks have the flexibility to operate in 2.4 GHz or 5 GHz spectrums. Both spectrums
offer high capacity 54 Mbps operation with 2.4 GHz operation providing the longest range and 5 GHz
operation offering a shorter range but minimal interference in environments that are saturated with
2.4 GHz wireless traffic
The ability to internetwork with other domains at multiple points enhances the performance, reliability
and scalability of a WAP mesh network. Because each and every path in the mesh is capable of
carrying a separate and simultaneous traffic flow, having multiple Network Gateway Interconnects
(NGIs) yields a “bandwidth boost” effect for the mesh network.
The WAP mesh nodes employ a 100mW radio covering distances up to 1900 ft/600 m outdoors.
This long reach between WAP mesh nodes enables you to extend your network to areas that are
otherwise too distant, expensive, difficult, or environmentally sensitive to wire with LAN cable.
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Simplified
network
management
Powerful
Security

VLAN support

Traffic
Prioritization

Third-party
compatibility

The WAP-Dude mesh management software provides real-time views of all outdoor and indoor mesh
connections and enables customization of individual WAP mesh nodes or the entire network from a
single workstation. The WAP-Dude software also provides the ability to adjust the power transmitted
over the radio to finely tune the operation of the WAP mesh network.
WiBorne WAP mesh networks can be configured for private or public operation with AES encryption
in both modes. User data can thus be encrypted end-to-end across the mesh network. WEP
encryption may also be enabled to provide an additional layer of security. The network also supports
VPNs and any third-party encryption that can be added to the user data.
The WAP mesh network includes support for virtual local area networks (VLANs) to enable traffic to
be separated into smaller groups and application specific LANs. VLANs allow small groups of users
to operate within their own private space on the mesh and they can also improve mesh performance
by directing traffic onto specific VLAN routes. The WAP mesh supports 802.1q VLAN tagging of
packets entering and exiting the mesh.
The WAP system provides three Ethernet Class of Service (CoS) levels to prioritize traffic on the
mesh. This helps ensure that certain types of traffic requiring high throughput or continuous service,
such as video and voice, take precedence over other forms of traffic. Ports on each node can be set
to any priority level.
Interoperable with all Ethernet device classes to support solutions such as access points, IP
cameras, management and security solutions.
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Key Design Considerations in Wireless Networking
This section highlights the key factors that should be taken into account when designing and
deploying a wireless network. The considerations are divided into two areas: those that apply to
all forms of wireless networking; and those that are specific to wireless mesh networks. While
experienced designers may be quite familiar with most of these considerations, some may be
new or have a different impact on a mesh topology.

General Wireless Considerations
There are three related factors that are always important in any wireless networking application:
radio frequency (RF) interference, environmental conditions and the transmission/reception range
of radio-based communications.

RF Interference
The potential for RF interference has increased dramatically over the past few years based on the
plethora of all things wireless. This is particularly true in the unlicensed spectrum of 2.4 GHz
where most wireless LANs (WLANs), portable phones and many other systems function. For
trouble-free operation and peak performance, such interference can fairly easily be minimized or
even eliminated based on a judicious allotment of available channels. Ideally no channels will
overlap, which totally eliminates interference and yields the best possible performance for both
the mesh and the wireless LAN. A channel used by any equipment located “out of range” is, of
course, of no consequence. But in radio-rich environments, minimizing channel overlap can
require some careful planning.
For example, where WiBorne 2.4 GHz wireless mesh nodes are co-located with (or within range
of) WLAN access points (APs), maximum channel separation is recommended. Because the
entire mesh operates on a single channel, two additional non-overlapping channels are available
for the APs. If necessary for spacing of access points, three AP channels can be used, and these
should all overlap only minimally or not at all with the mesh channel.

Environmental Conditions
Radio waves in the 2 to 6 GHz range travel like light waves: in a single plane, whether in a
point-to-point or an omni-directional fashion. This unbreakable law of physics requires that
antennae, therefore, have an effective “Line of Sight” (LOS) to one another. And as with light,
some materials are fairly “transparent” to radio waves; that is, they degrade or attenuate the
signal only minimally. Drywall, for example, blocks light entirely but is relatively transparent to
radio waves. Denser materials, especially metal or thick concrete walls, block RF transmissions
almost entirely. Obstacles that totally block the all-important LOS must be eliminated or
circumvented somehow. At a practical level, this requirement might create the need for an
intermediate node or nodes to “see around” an immovable obstacle.
A related phenomenon is that radio waves reflect off certain surfaces, which can result in a signal
taking multiple paths between nodes. While these reflections can have a significant impact on
performance (either negative or positive!), they are very difficult to predict during the design
process. At a minimum, however, a prudent designer will be cognizant of such reflections during
the implementation stage.
Finally, outdoor networks can encounter additional and variable environmental conditions,
ranging from traffic to weather. At radio frequencies below 6 GHz, however, rain and fog have
little or no effect.
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Radio Range
The energy in a wave diminishes with distance. Some of this effect can be overcome with a more
sensitive radio receiver. But background “noise” ultimately makes a weak signal unrecognizable.
The implication of this additional law of physics is that systems must be placed “within range” of
one another. The range can vary, of course, based on environmental conditions (especially the
transparent obstacles) and the particular transmit/receive characteristics of the equipment. But
because the law (this time from governments and not physics) regulates the maximum transmit
power, there is always an upper limit on the effective range.
Despite these complications, quantifying “within range” is generally fairly straightforward. For
example, to operate at the peak 2.4GHz DSSS “full signal” half-duplex data rate of 11 Mbps,
WAP nodes should be placed no more than 100-150 meters (330-500 feet) apart—assuming, of
course, they have a clear or fairly transparent LOS. Greater spacing is possible, but the data rate
can drop as a result. With a clearer LOS and special antennae, outdoor equipment can normally
be located fairly far apart. For this reason, WiBorne’s outdoor wireless mesh nodes generally
achieve high data rates with a spacing of 400 m to 800
m. (1300-2600 feet).
An Important Note: The range recommendations made throughout this Technical Note are
based on certain real-world assumptions, which make it difficult to reach the maximum distances
of 800 meters or 2600 feet for 5GHz deployments, and 1600 meters or 1 mile for 2.4 GHz in most
applications. In outdoor environments, for example, a relatively clear line of sight is assumed. But
trees and crowds of people can attenuate the signal, and the transition from indoors to outdoors
always involves a wall, window or roof. Fortunately, glass and drywall have only a minimal impact
on radio waves. Concrete (especially when freshly poured), steel or aluminum (including
steel-reinforced concrete), and even wood siding however, can have a severe effect on range. In
general: the less transparent the obstacle is, the more closely spaced the neighboring nodes
need to be to compensate for the signal loss. And never ignore people! People are 70% water,
and water (including the moisture in leaves and new concrete) is a lousy medium for radio waves.
So be careful to consider the presence of people in that empty convention center, office building
or school.

Wireless Mesh Network Considerations
Mesh networks have two unique design considerations in addition to the three general ones just
outlined. The fundamental difference between a wireless mesh network and a wireless local area
network segment is the end-to-end nature of the mesh that normally covers a fairly widespread
area, such as:
• Very large indoor spaces, including warehouses, airport terminals and convention centers
• Entire multi-story buildings, including offices, hotels and apartments
• Campus settings, potentially with a combination of indoor and outdoor coverage
• Community-wide environments, including parks, marinas, downtown districts and entire
metropolitan areas
As an end-to-end network covering large distances, the two additional design considerations
involved in wireless mesh networks include overall performance and degree of redundancy.

Overall Performance
Because wireless mesh nodes communicate differently than wireless access points, achieving
optimal performance with a wireless mesh involves a different set of variables. The underlying
reason (the details of which are beyond the scope of this document) is the use of Ad Hoc Mode in
the mesh vs. Infrastructure Mode for client access. The basic difference (for those who care
about these things) is that Infrastructure Mode has clients contending for the access point’s
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bandwidth, which makes a Wi-Fi network contention-based. In an Ad Hoc Mode network,
bandwidth is shared across the mesh, much as it is with an Ethernet LAN.
So in addition to the RF environment, the performance of a mesh network is very much
dependent on both the IEEE 802.11 standard in general and its Ad Hoc Mode protocol in
particular. For starters, because the basic 802.11 protocol is half-duplex, the end-to-end packet
throughput is actually half of the distance-determined transmission speed achieved. The collision
avoidance/recovery mechanism used for Ad Hoc Mode communications (similar to Ethernet’s
CSMA/CD) also has an impact on throughput as nodes wait to listen before transmitting (to avoid
collisions), or recover from actual collisions. The overhead of the WiBorne mesh network control
protocol is negligible by comparison, consuming less than 2% of available bandwidth. Finally, hop
counts of anticipated traffic flows through the mesh may be a consideration with latency-sensitive
applications, such as Voice over IP. For this reason, WAP nodes are designed with a low latency
of less than 4 milliseconds, and the mesh protocol used automatically determines the Least Cost
Path through the mesh based on this performance consideration.
It is also important to consider the mesh as a multipoint-to-multipoint network when viewed from
the outside. Traffic can traverse the mesh between different nodes along different paths. The
result of the many possible concurrent traffic flows through the mesh is an “aggregate” bandwidth
that often exceeds the maximum data rate of IEEE 802.11 protocol itself! Such is the hallmark
of a well-designed mesh topology: many multiple concurrent paths among clients and servers,
and clients or servers (as peers). Future software enhancements will help network engineers
further maximize aggregate bandwidth through intelligent route management and association
techniques.
The bottom line: For all of these reasons, a well-designed 5 GHz or 2.4GHz mesh using OFDM
encoding should deliver between 20 and 25 Mbps of sustained packet throughput measured
along any one path. This level of performance is similar to that of a wireless access network, for
example, where individual users experience far less throughput on a sustained basis than the
maximum theoretical data rate of the access point. The level of performance achieved across the
mesh depends, of course, on a myriad of factors that range from typical traffic flows to the
environmental conditions. But anything less than 20 - 25 Mbps likely indicates that the mesh
needs to be redesigned in whole or in part.
One final note on performance: Security provisions normally have only a negligible impact on
performance. Third party virtual private networks (VPNs) and other security provisions have
almost no impact on the mesh or its throughput. And while the effect of end-to-end encryption
through the mesh depends on the key length, the effect is typically only minor even with strong
encryption of 256 bits with the Advanced Encryption Standard (AES). This all renders security
provisions an unnecessary consideration while designing the mesh topology for optimal
performance.

Degree of Redundancy
The resiliency required or desired can affect how “dense” the mesh needs to be; that is, how
closely nodes need to be spaced to create the desired number of redundant paths. Spacing mesh
nodes more closely together increases both the throughput between near-neighbor nodes and
increases the number of distant-neighbor nodes, which generally communicate at lower speeds.
During operation of the mesh, the routing protocol automatically selects the Least Cost Path
through the mesh. But because the mesh is the equivalent of a shared Ethernet-like medium, too
much redundancy can adversely affect performance as traffic shares the air. (This important
consideration is covered in greater depth in Step 1 below.)
The general recommendation is for every mesh node to have at least two neighbors (to eliminate
single points of failure) and more as required to achieve additional resiliency or satisfy other
design objectives.
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Designing an Optimal WAP Wireless Mesh Network
Important Questions and Three Steps
The two most important questions involved in designing a wireless mesh network are:
• How many mesh nodes are needed to satisfy the requirements of the application(s)?
• Where should each node be placed to create an optimal mesh topology?
The answer to the first question is simply “enough” to allow neighboring nodes to be spaced
“within range” of one another. While this may seem to be a rather flippant answer, the guidelines
provided here should yield a fairly accurate number in most situations. The answer to the second
question will often be pre-determined or self-evident based on site-specific conditions and
constraints. Because a WiBorne Instant Mesh Network is self-configuring, node placement
becomes the single most critical aspect of designing the mesh.
Fortunately, the self-managing nature of the mesh topology makes it unnecessary to have the
perfect answers up-front for either question. The difference between too many nodes (a really
“dense” network) and too few nodes (a really “sparse” network) is often no more than a 25-30%
variance from the “just right” number (not too dense and not too sparse). The mesh topology
automatically reconfigures itself as soon as an unnecessary node is removed or a “missing” node
is added. And any node initially placed in a less-than-optimal location can always be reoriented or
relocated to better satisfy the application requirements.
With background knowledge of the basic considerations provided above, designing a WiBorne
Instant Mesh Network can now be accomplished following a relatively straightforward three-step
process:
• Define the application requirements, including coverage and capacity needed by the
mesh network.
• Create a preliminary layout of the mesh topology.
• Evaluate the topography and RF environment of the preliminary layout, and make any
necessary changes or adjustments.

Designing for Different Applications
Here are three examples of how different applications lead to different design goals for the mesh
topology.
• Wi-Fi – Wi-Fi HotSpots and HotZones generally handle a significant volume of traffic, but
today that traffic is mostly data and is, therefore, bursty by nature. To achieve the
maximum data rate, nodes should be spaced no more than 150 m (500 feet) apart in
fairly open interior areas, and be much closer (50-100 m or 160-330 feet) where
unreinforced walls exist between nodes. HotZones in the wide open spaces of the great
outdoors allow for greater neighboring node distances of up to 400 m (1300 feet) using
WiBorne’s long-range outdoor units. The result in either case is a fairly dense mesh.
• Surveillance – Video surveillance applications demand high data rates for transmitting
up to 30 Frames Per Second (FPS) Motion JPEG or MPEG files in a variety of indoor and
outdoor environments. A maximum separation between neighboring nodes may be as
small as 50 m (160 feet) for this reason. Mesh node spacing will be driven by both the
camera coverage required (making PTZ cameras the best choice for surveillance) and
environmental factors.
• Multi-Service– Deploying a multi-service mesh to support Wi-Fi, video surveillance, and
even VoIP can be readily achieved with a WAP system with some upfront planning.
Placement of application specific Network Gateways (NGI) to minimize hops,
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configuration of Ethernet ports to support QoS and traffic prioritization, and even
overlaying multiple meshes all will optimize performance.

Step 1: Define the Application Requirements
Every application is a little different, and wireless mesh networks are often used in some rather
unique situations. Here is just a partial list of the scenarios where mesh networking is particularly
well-suited:
•

•

A wide variety of applications in virtually any industry…
o Wi-Fi network with multiple WLAN access points
o “Anywhere Ethernet,” perhaps for a video surveillance network
o Temporary networks that might be needed to handle an emergency situation or
facilitate a trade show
Deployed in these different environments…
o Hospitality venues such as hotels, resorts, marinas, convention centers, and truck
stops.
o Community wide and downtown metropolitan networks
o Large facilities, including warehouses, manufacturing plants
o Campuses for corporations, educational institutions, medical centers, government
facilities, shipping ports, transportation depots, etc.
o HotZones, including airports, shopping malls, casinos and convention centers

Understanding the coverage and capacity required by the application will become a key factor in
Step 2. Of particular importance is determining the desired neighboring node spacing, which will
establish the transmit/receive radius for placing indoor and/or outdoor WAP wireless mesh nodes.
Different conditions throughout the coverage area may require different spacing to be used; for
example, 50 m (160 feet) within a building and up to 400 m (1300 feet) between buildings on the
campus. Even within a building, different distances may be needed when communicating through
different transparent obstacles. The behavior of Ad Hoc Mode communications (introduced above)
is also a factor in this step when the designer must decide between making the mesh dense or
sparse—or something in-between.

The Dense Mesh
Intentionally making the network dense is generally a good idea where most traffic is data (e.g.
client/server or intranet). Because the nodes are all in fairly close proximity to their next-door
neighbors, they communicate at the maximum half-duplex data rate of 11 Mbps for 2.4 GHz
DSSS and 54 Mbps for 2.4 GHz & 5 GHz OFDM. And because data traffic is “bursty” by its nature,
the shared medium of Ad Hoc Mode communications operates quite efficiently, just as it does
with Ethernet. An additional advantage is that a dense mesh network is also highly resilient.

The Sparse Mesh
Intentionally making the network sparse is generally a good idea where most traffic is voice or
video, such as in a surveillance application where transmissions are continuous. The underlying
reason is, as before, Ad Hoc Mode’s sharing of medium. But in this case the goal is to devote
bandwidth as much as possible to unique paths. Or in other words: the goal is to minimize the
need to share bandwidth on each hop in the mesh. And with greater node spacing, there are
fewer neighbors to share the air. The individual hops, of course, may operate as lower speeds
owing to the greater distances involved. But that bandwidth is effectively “dedicated” on a
sustained basis. Of course, to ensure resiliency of the mesh, each node should still have two
neighbors.
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Other Considerations for Performance
Regardless of the mesh density, several steps can be taken to improve both overall mesh and
application specific performance.
•

Network Gateway Interconnects (NGI)—The WAP wireless mesh allows Network Gateway
Interconnects to exchange data to and from multiple external networks. The NGI feature
enables higher throughput and provides both load balancing and redundancy when accessing
various network services. With multiple NGIs, packets enter and exit the wireless mesh at the
entry/exit point closest to the packet’s destination, thereby conserving wireless bandwidth and
reducing the number of hops required to reach the desired destination. WAP mesh nodes can
also be assigned to specific gateway groups to further increase the efficiency of each
gateway.

•

Class of Service (CoS) Traffic Prioritization—The WAP system provides three Ethernet
Class of Service (CoS) levels (low, medium, and high) to prioritize traffic on the mesh. Any
priority setting can be assigned to specific WAP Ethernet ports. The priority property is
propagated throughout the mesh. In other words, if a packet enters from a port that is
assigned High priority, all other nodes on the mesh treat the packet as High priority. This
helps ensure that certain types of traffic requiring high throughput or continuous service, such
as voice, take precedence over other forms of traffic. For example, if a certain port is used to
exchange Voice over IP data, you might want to assign High priority to this port.

Step 2: Create a Preliminary Topology
Start Step 2 by obtaining or creating a scaled map or drawing of the topography involved. For a
campus or metropolitan setting, the “plot plan” of the area should show all buildings and other
potential obstructions. For a multi-story building, a floor plan may be needed for each level. Then,
with drawing(s) in hand, start placing nodes.
Begin with the obvious locations first; that is, those determined by the application. These are
normally the on/off ramps of the mesh, and may include access points or other aggregation
systems at the “edge” of the mesh. The obvious nodes also include any interfaces to servers,
LAN switches or WAN internetworking equipment, whether at the “edge” or potentially in the
“core” of the mesh. In a multistory building every floor should have at least one node, and the
nodes should be staggered at opposite ends of the building from floor to floor (see Step 3 to
understand why).
Next, draw circles in pencil (Step 3 again explains why) around all of these nodes. Circles are
used because WAP mesh nodes employ omni-directional antennas to reach as many neighbors
as possible, which is a good thing—up to a point. The radius of the circles (drawn to scale) should
be half of the desired spacing between adjacent nodes. This spacing, which affects the density
and is determined by the performance required, should have been established in Step 1. To
reiterate: a denser mesh with a higher node-to-node throughput requires a smaller radius (25-75
m or 80-250 feet); a larger radius (up to 200400 m or 650-1300 feet) can be used where a sparse
mesh is desired. By setting the radius at half of the desired spacing (which equals the diameter of
the desired spacing), any circles that touch or overlap (with the nodes meeting “half way) will,
therefore, be “within range” of one another.
Now start filling out the mesh by adding nodes for the “gaps” among the on/off ramp nodes. (Note
that because these “filler” nodes have no networking equipment attached, their placement
requires only a power source.) As before, fill in the fairly obvious gaps or “dead spots” first,
drawing a circle around each new node. Because the radius of each circle is half of the desired
spacing, the circles should touch or overlap slightly. A useful tip during this step is to place the
point of the compass on an existing circle toward the direction of a void. Then strike an arc. Now
go to a nearby area and again, with the compass point on an existing circle, strike another arc
toward the same direction. A good spot for a node (power availability and other conditions
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permitting) is somewhere near wherever two or more arcs intersect. Continue to fill out the mesh
in this fashion until there are few or no voids remaining.
An Important Note: Designers should be careful at this stage not to under-provision the mesh;
that is, to make it too sparse even if a sparse mesh is desired. The power and potential of a
wireless mesh network derive from the multiple paths available to the routing protocol. After all, it
is the mesh topology of the Internet that yields its unprecedented capacity and resiliency. So let
the robust routing protocol in a WiBorne Instant Mesh Network do its job effectively once the
network is up and running. In essence, the ultimate goal of the design effort should really be to
give the mesh routing protocol ample paths for aggregating the traffic flows.
Finally, connect the dots. That is, draw lines between neighboring nodes (those where the circles
touch or overlap). These lines together indicate the paths available throughout the mesh. The
mesh topology and the self-configuring and self-healing nature of a mesh network should be quite
evident at this stage.

Additional Node Placement “Rules of Thumb”
Here are some additional guidelines in the form of general “rules of thumb” for placing nodes
throughout the mesh topology:
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• During the transition from indoors to outdoors
(and vice versa), use the desired spacing of
the indoor mesh node. The reason is that these
neighboring nodes must both transmit and
receive, and the indoor units do both over a
shorter range.
• The availability of AC power and/or mounting
surfaces often determines the exact location of
a node. For example, the best possible overlap
of circles may find a node located in the middle
of a parking lot. But the nearest light pole (with
available power) may be 25 meters away. The
adjustment may require neighboring nodes to
be moved slightly (erased and redrawn on
paper) before committing to the design.
• Linear networks (with all nodes in a straight
line) offer little or no redundancy, and the
aggregate bandwidth is limited to the “weakest
link in the chain.” So unless the application or
environment dictates such a topology, make
the mesh two-dimensional by ensuring that
every node has at least one alternate path in a
different direction. The circles in the Olympic
symbol are a good (albeit small) example of
such a two-dimensional layout.
• The more nodes the better—up to a point. The
reason is that more nodes provide more
pathways, which add redundancy and create
more possible end-to-end routes through the
mesh. Depending on the typical traffic flows of
the application, the net result can be an
increase in the aggregate performance. A
mesh with a greater number of unique
neighbors offers better performance with less
resiliency. A mesh with more shared neighbors
yields better resiliency, potentially at the
expense of overall throughput (based on the
Ad Hoc Mode protocol used). A “full” mesh, for
example, is where every node can
communicate with every other node. It is
remarkably resilient, but may deliver an
unsatisfactory level of performance. For a good
compromise between resiliency and
performance, each node should have at least
two neighbors.
• Finally, remember to consider the total latency
of anticipated traffic flows through the mesh.
Each hop adds about 4 milliseconds of delay,
which may or may not be a problem,
depending on the application. Total latency can
be reduced with more Network Gateway
Interconnects that interface with LANs, WLANs
or WANs connecting to clients and servers.
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Step 3: Adjust the Topology for the Environment
The purpose of this important step is to make any adjustments in the preliminary topology
(created in Step 2) that are required to accommodate the behavior of RF communications.
Without a site survey, making these adjustments normally involves a bit of guesswork. And even
with a detailed survey, the final results may still yield a few surprises! But these guidelines
provide proven and practical (and mostly physics-free) ways to complete the design by taking into
account two final factors: vertical separation and the RF environment.
Vertical Separation – Begin this step, as before, with the easy part: adding a “third dimension” to
your diagram. Circles drawn on a sheet of paper are two-dimensional, which is somewhat
desirable because this approximates the transmission pattern of WAP antennae. Here are some
suggestions for identifying potential adjustments required by the introduction of the third spatial
dimension.
Multi-story buildings should require little or no changes in Step 3 if the designer followed the
recommendation in Step 2 to stagger nodes from floor to floor. The reason is the mostly
horizontal RF transmission pattern. WAP nodes are designed with some vertical polarization,
which allows the pattern to spread up and down increasingly with distance. Staggering nodes
(North side on odd floors and South side on even floors, for example) allows every node to “see”
at least two neighbors on the floors above and below.

For multi-story applications, staggering the locations of WAP mesh nodes between floors improves vertical
“line-of-sight.”

Vertical separations of more than the equivalent of a floor or two, especially over relatively short
distances may require a bit more scrutiny. For example, the great outdoors is rarely flat with
rolling hills and buildings of varying heights. The result is that every overlapping circle in the
preliminary diagram may be at a slightly (or dramatically) different elevation. If neighboring nodes
in the preliminary layout are at substantially different elevations (especially if they are fairly close
together), there are two potential remedies.
•

The first is simply to determine if the outdoor unit (or the antenna on an indoor unit) of
one or both neighboring nodes can be angled slightly without making the situation worse
for either node’s other neighbor(s).

•

The second is to add an intermediate node with the antenna oriented to “see” both of its
new neighbors. There is a caveat here: The intermediate node (that functions as a
“repeater”) can create a single point of failure. If this is undesirable or unacceptable, a
second “parallel” intermediate node should also be used.

•

RF Environment – The second part of this step is a little trickier: dealing with RF
interference and/or obstacles to RF communications. Interference can normally be
minimized through thoughtful channel selection. As mentioned previously, the entire

27

mesh operates on a single channel, and this channel should be relatively clear
throughout the topography.
•

The final (and most difficult) design task involves eliminating or circumventing the RF
obstacles, which is mostly a concern with indoor mesh networks. To clear these
remaining hurdles, imagine attempting to “see” the neighbors of each and every node in
the mesh. (This task is, naturally, only half as hard as it sounds, and like Superman, it is
possible to “see” through the RF-transparent objects!) If the view is obstructed by a
dense material (thick concrete or metal walls, for example), then an adjustment is
probably required. Each obstacle found should be indicated by truncating the circles
and/or erasing the line drawn previously. The likely remedy is identical to the one for
severe variations in elevation: adding an intermediate node (or a pair of intermediate
nodes).

At this point the total number of nodes needed is known, and both of the fundamental questions
now have precise answers—at least for the initial deployment. Before finalizing the number of
indoor and/or outdoor WAP nodes required, there is one final consideration: any additional units
that might be needed to fill in possible voids in the topology or for use as readily-available spares.

What to Expect During the Implementation
Installing a WiBorne Instant Mesh Network is literally as simple as unpacking, mounting and supplying
power to the WAP wireless mesh nodes. Nevertheless, a wireless mesh (like most wireless networks)
may initially operate somewhat differently than expected. So some “tweaking” may be required before
putting the mesh into full production. Fortunately, reconfiguring a WiBorne mesh network is as easy as
installing one. While not required for the mesh to function, the WAP-Dude management software
provides a mesh-wide view of the connections among nodes, which is helpful during the tweaking
process. WAP-Dude also provides full centralized control over the administrative and security
configuration of the entire mesh.

28

The WAP-Dude management software provides a view of the mesh topology that can validate the
depicts the results of changes, moves and adds during the tweaking process.

initial design, and

The tweaking process involved resembles the familiar add/move/change procedures common to
structured wiring for voice and data communications. But with a wireless mesh, these constitute three
separate steps and their order is important:
• Change – Any node’s antenna (or the entire enclosure, if necessary) can be repositioned at a
slight angle to take better advantage of the two-dimensional omni-directional transmission
pattern or to improve the sensitivity to its neighboring node(s). This is the first and easiest
remedy to apply because even a minor change can sometimes result in a significant
improvement.
•

Move – Any untethered node (those not connected to stationary equipment or Ethernet cabling)
can be relocated, provided power is available, to achieve a better line of sight to its
neighbor(s). A longer cable or an “extension cord” may be all that is needed to make a major
difference in reception.

•

Add – After repositioning antennae and/or relocating existing nodes, new nodes can be added
as needed to fill in any remaining voids. Simply power up the new node and observe what
happens with the mesh. If the desired results are not achieved, begin this process again by
changing the orientation of the antenna or moving the node.
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Mesh Networks for Wifi Phone or Video Monitoring and
Surveillance
Introduction
Traditional video monitoring and surveillance applications employed analog CCTV (closed-circuit
television) cameras that were hard-wired via coaxial cabling to a centralized monitoring and
recording facility. This arrangement, dating back to the 1960’s, works well enough today within
and around a building, and even in some campus environments—despite the high cost of cabling.

Analog CCTV (closed-circuit television) System with Coaxial Cabling

The advent of digital CCD (charge-coupled device) cameras and companion digital video server
(DVS) represented a breakthrough advance. The primary advantage over analog systems, of
course, is that digital technology has made video surveillance feasible with less bandwidth and
with much more flexible and widespread distribution. It allowed video surveillance applications to
take advantage of low bandwidth data networking infrastructures, carrier services like T1/E1, DSL
(digital subscriber line), metropolitan Ethernet, and even worldwide coverage via the Internet.
These digital cameras are compact and feature-rich with a wide range of configuration options.
Most also come equipped with an Ethernet interface and support for the Internet Protocol (IP)
built-in, and some even sport an integral Web server.

Digital IP Cameras and Digital Video Server (DVS) on Wired Ethernet Network

Another new networking technology offers an equally promising breakthrough advance in video
monitoring and surveillance applications: the wireless mesh network. The WAP High
Performance Mesh network is the third generation of mesh networking products from WiBorne, a
leading developer of wireless mesh network solutions. The WAP system is a multi-service mesh
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network that enables standard Ethernet devices, including IP video cameras and DVSs, to
connect securely via the wireless mesh network as if connected to a virtual Ethernet switch.
Designed for maximum performance, scalability, and ease-of-use, the WAP mesh network
operates seamlessly between indoor and outdoor environments in either the 2.4 GHz or 5 GHz
spectrum for optimal performance and minimal radio interference. With its self-healing capabilities
and high sustained throughput, a WAP mesh network is very reliable and readily satisfies the
security and performance demands of video monitoring and surveillance applications.

Digital IP Cameras and Digital Video Server (DVS) on Wireless Mesh Network

By eliminating any dependence on wires, cameras can be placed—easily and
cost-effectively—virtually anywhere with a mesh network infrastructure. The compromises of the
past (especially neglecting those locations that were impractical or impossible to wire before) can
finally be remedied. The combination of digital cameras and a wireless mesh network is now
regularly used to supplement existing analog CCTV systems. And an increasing number of
companies are finding the advantages of digital video so compelling, they are starting to replace
their legacy analog CCTV infrastructure entirely.
The remaining content is organized into three sections followed by a brief conclusion. The first
section on Understanding Digital Video Network Requirements establishes a set of seven criteria
that must be satisfied when deploying wireless technology in a digital video monitoring and
surveillance application. The section on Calculating Digital Video Network Performance
Requirements provides the details necessary to assess the video packet throughput required by
the network. The third section, Implementing a WAP High Performance Wireless Mesh, applies
these considerations to a typical deployment and supplies specific guidance on designing a
network for optimal performance.
Wireless works well for an increasing number of networking applications, and advances in digital
cameras and wireless technologies now enable the use of wireless networks for video monitoring
and surveillance. But only one wireless technology satisfies the seven key requirements fully:
the multi-service mesh, particularly the industry-leading WAP High Performance Mesh network
from WiBorne.
Mesh networks are not new. Indeed, both the Internet and the Public Switched Telephone
Network (PSTN) utilize mesh topologies. The idea of uniting mesh and wireless technologies
originated by the very same organization that led to the birth of the Internet: the U.S.
Department of Defense. The DoD’s goal involved creating an instantaneous, highly secure and
mission-critical real-time network for data, voice and video communications on the battlefield.
WiBorne’s unique approach to mesh networking allows virtually any IP surveillance camera to be
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used on a wireless mesh infrastructure, resulting in flexible, cost effective, high quality video
surveillance and monitoring.
To learn more about how your organization can benefit from the many advantages of mesh
networking today, visit our website. There you will find additional information on mesh
networking in general, and greater detail about the many advanced features in a WAP High
Performance Mesh network.

Understanding Digital Video Network Requirements
Connecting digital cameras via wired Ethernet LANs is now common practice. A switched
Ethernet network readily meets and exceeds any and all requirements for video monitoring and
surveillance. The same cannot be said for all wireless networks, however. For this reason, it is
important to understand what is required of a wireless network to adequately support video traffic.
In digital video monitoring and surveillance applications, each camera generates a stream of
sequential digital images typically at a rate of 2-20 every second. The destination for all this traffic
is normally a centralized monitoring facility, which includes one or more real-time displays
(normally on a PC) and a digital video server (DVS) for storing and retrieving the many individual
streams. A single DVS system is typically capable of supporting up to 32 cameras, and multiple
DVSs can be deployed in either a centralized or distributed fashion. Depending on the application,
the DVS’s contents may be archived to disk or a more cost-effective high volume medium, such
as tape. Analog video from CCTV cameras can optionally be converted to digital video format for
real-time and/or archival storage via the DVS.
In a video application, the data network must be capable of sustaining the aggregate throughput
required to deliver the packetized video streams being generated by all of the cameras. Assuring
adequate packet throughput performance can require a substantial amount of bandwidth to
accommodate the total, end-to-end traffic load. Bandwidth, of course, is just one measure of
Quality of Service (QoS), and QoS often encompasses latency (the delay between transmitting
and receiving packets) and jitter (the variations in that delay from packet to packet).
Traffic is generally considered uni-directional in a video monitoring or surveillance application;
that is, the vast majority of traffic results from the video streams that flow from the camera(s) to
the DVS(s). There is some traffic that must flow in the other direction, of course, which is why the
network must provide robust bidirectional capabilities. There are three reasons for this
requirement. The first is the need for traffic control mechanisms that regulate flow, enforce priority
settings, guarantee packet receipt and satisfy other network needs. Secondly, the network itself is
likely to be managed “in band,” which requires communications by a centralized network
management system (NMS) to and from all distributed nodes. Third and finally, some cameras
offer similar centralized in-band control, whether to simply adjust settings from time-to-time or to
pan/tilt/zoom (PTZ) the cameras in real-time.
The discussion above focused on the performance (and implicitly the scalability) of the network.
While performance is critical, video monitoring and surveillance applications demand much more
from the network. Given the nature of these applications, the network must offer mission-critical
dependability and ironclad security. Fortunately, most systems (cameras, DVSs, networking
equipment, etc.) all provide adequate reliability. And most wireless networking technologies also
now offer a variety of robust security provisions. These same standard security provisions
(proven in billions of e-commerce and other financial transactions daily on the Internet) can make
a wireless network infrastructure virtually tamper-proof. Nevertheless, satisfying these three
requirements (for performance, dependability and security) often means creating a dedicated
network for the video surveillance application.
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The network should operate seamlessly indoors and outdoors. Although some outdoor cameras
could be considered to be “indoors” from the network perspective (e.g. attached with a short
cable through the wall of a building), the network should be able to accommodate the inevitable
real-world outdoor installation without a major upgrade or other disruptive change. Naturally, the
network should also be easy to install and operate. And last but certainly not least, the network
must be affordable. The total cost of ownership (TCO) should include both the initial capital
expenditure (CapEx) and the ongoing annual operation expenditure (OpEx).

Video Monitoring and Surveillance with a WiBorne Wireless Mesh
Network
This summary shows how a WiBorne WAP High Performance Mesh network readily satisfies the
seven basic network requirements for video monitoring and surveillance applications.
Performance/Scalability—Mesh topologies are renowned for their high aggregate throughput
(based on multiple concurrent traffic flows) and virtually unlimited scalability. A WAP mesh can
extend to cover significantly large areas in excess of 25 square miles (36 square kilometers).
Traffic can be categorized and prioritized for maximum throughput with minimal latency. Other
features that enhance performance and scalability include dual-spectrum radios with Transmit
Power Control, use of multiple Network Gateway Interfaces and support for Virtual LANs.
Dependability—A WAP mesh can be designed to eliminate all network-wide single points of failure.
The innovative self-healing nature of our protocol automatically routes traffic around any node
that becomes congested, experiences intermittent interference or obstructions, or fails to operate.
For example, installing two WAP nodes at the “center” of the mesh (where the DVS is located)
provides automatic failover without a separate (and costly) load-balancing switch. The result is a
remarkably resilient and reliable network that also readily overcomes any line of sight obstacles.
Security—Robust security is assured in a WAP mesh through a number of complementary
provisions. Only WAP nodes are permitted to participate directly within the mesh network, to
prevent outside tampering. Traffic filtering and Virtual LAN provisions block any and all
unauthorized traffic from ever entering the mesh. And strong encryption—up to 256 bit keys for
Advanced Encryption Standard (AES)— protects the integrity and privacy of all traffic from
end-to-end.
Indoors and Outdoors—Seamless operation within, through and beyond walls has been designed
into the WAP system. All WAP equipment is appropriately ruggedized, with the indoor unit being
plenum-rated and the outdoor unit being fully weatherized in a cast aluminum enclosure. Indoor
units can be securely mounted to a wall, ceiling or countertop using an optional mounting bracket.
Each outdoor unit features weatherproof Ethernet connectors, high gain antennas for extended
range, a removable sun shield and a choice of secure mounting options. Outdoor WAP units offer
industry standard Power over Ethernet (IEEE 802.3af) to power attached cameras. WAP units are
available with an optional external battery and solar-power panel to accommodate a fully
untethered application.
Ease of Installation/Use—A WAP mesh is fully self-configuring, which makes its installation truly
plug-and-play. Simply connect each camera and DVS to an indoor or outdoor WAP unit, add a
few more to fill in the voids, and apply power. The mesh will then automatically configure itself for
optimal operation. The mesh will also automatically reconfigure itself in real-time, which enables
cameras to become portable or even mobile. WAP-Dude mesh management software provides
highly intuitive command and control of the entire mesh and individual mesh nodes from both
centralized and remote locations.
Affordability—A WAP mesh affords both a low CapEx and very low OpEx, together yielding the
lowest overall TCO of any viable alternatives—either wired or wireless. The mesh also easily and
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quickly adapts to changing needs, providing solid investment protection and a continual return on
that investment.
Mobility – A WAP video mesh network facilitates the real-time redeployment of assets, which is
particularly valuable for police and fire departments, and in other tactical situations. The
self-healing mesh automatically adds new nodes as they move within and throughout the range of
other nodes. In addition, the ability to power an outdoor WAP node with 12 or 24 VDC batteries
can make any vehicle or vessel a fully mobile member of the mesh. These mobile nodes can be
equipped with either cameras or PC monitors—or both, if desired.

Calculating Digital Video Network Performance Requirements
Before configuring a WAP wireless mesh network in a video monitoring or surveillance application,
some additional and quantitative understanding of digital video communications is necessary.
Digital video cameras create compressed images utilizing standardized techniques from the Joint
Photographic Experts Group (Motion JPEG or M-JPEG) or the Moving Picture Experts Group
(MPEG). Both techniques are capable of producing a sequence or stream of images to create a
full-motion video. The images vary in color saturation from none (grayscale) to full RGB
(Red/Green/Blue) color. These images also vary in resolution, or frame size, from 160x120 pixels
(19.2 KB) to the maximum VGA (Video Graphics Array) resolution of 640x480 pixels (307.2 KB).
Full VGA has four times the image size and quality of traditional CCTV cameras operating at an
equivalent CIF resolution of 320x240 pixels (76.8 KB). This helps explain why the Common
Intermediate Format (CIF)-equivalent “Quarter-VGA” resolution is quite popular in video
monitoring and surveillance applications. The Quarter-VGA designation derives from the fact that
there are half as many pixels in both the horizontal (320) and vertical (240) directions yielding an
image size that is one fourth (½ x ½) the size of a full VGA image.
Note that for the purposes of this document, we have chosen cameras with an image width to
height ratio of 4:3. Image ratios vary by manufacturer. Some cameras use sensors producing
images with ratios of 3:2, 5:4, or even odd pixel counts to approximate legacy analog CCTV
formats.

Comparison of Full VGA and Quarter VGA Image Sizes

The frames are then transmitted in sequence at a specified rate, typically from 2-20 frames per
second (FPS). Although a frame rate of 30 FPS is often dubbed “full motion” quality, far lower
frame rates are more than adequate in video monitoring and surveillance applications. Normally a
frame rate in the range of 5-15 FPS affords an optimal balance between image quality, storage
capacity and bandwidth utilization.
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The amount of bandwidth required for each data stream depends on a combination of the image
resolution and its frame rate. Because most images will be viewed from a PC, the common VGA
resolution of 640x480 pixels (0.3 MP) is generally considered the maximum frame size. Any
higher resolution is generally considered a waste of precious resources. Because most
organizations utilize the CIF-equivalent Quarter-VGA resolution at 320x240 pixels, this frame size
will be used for the calculations in this document.
A relatively low frame rate, such as 5 FPS, is adequate in most video monitoring and surveillance
applications. Many situations can even tolerate a lower frame rate with little or no practical
degradation in the content quality. A higher frame rate is necessary only in those rare situations
where fast-moving action must be captured, and even here, 15 FPS is generally considered to be
“full motion” for all practical purposes. A midpoint rate of 10 FPS will be used for the calculations
in this document.
Most digital monitoring systems offer a means of compressing the data stream. The M-JPEG and
MPEG standards permit various levels of compression, and some vendors may offer extensions
to these standards. Higher levels of compression consume less bandwidth, but also produce
images with diminished quality. Compression ratios can range from 1/5, where image degradation
is barely perceptible, to 1/60 which has higher image degradation but is still adequate for many
video monitoring and surveillance needs. Typical levels of compression range from 1/15 to 1/30.
This analysis will be based on a 1/30 compression ratio.
The following equation is used to determine bandwidth requirements (in Megabits per second or
Mbps) for a single camera:
Bandwidth (Mbps) = Depth x Width x Height x Compression Factor x FPS
Where…
• Mbps = Megabits per second (1 Mbps = 1,048,576 bits per second)
• Depth = color depth in bits (8-bit grayscale to 32-bit color)
• Width = frame width in pixels
• Height = frame height in pixels
• Compression Factor = the ratio of the compressed version to the original image
• FPS = frames rate in frames per second
Note that the depth, width, height and compression factor together determine the Frame Size of
the image. Depth (or color depth) is the number of colors available in the palette. Computer
displays utilize anywhere from eight digital bits to define 256 colors or grayscale levels (2 ) to 32
bits to define “True Color” images. It is common with many CCD cameras, however, to utilize a
traditional Red/Green/Blue scheme with eight bits for each of the three primary colors. This
results in a total of 24 bits for each image (3 colors x 8 bits/color), which is capable of producing a
total of 16 million colors (2 ). Either approach is quite adequate for most video monitoring and
surveillance needs; this document adopts the latter approach.
8
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Example
A 24-bit color Quarter VGA video stream with 1/30 compression transmitted at 10 FPS requires
614 Kbps (or 0.6 Mbps) of bandwidth (24 bits x 320 pixels x 240 pixels x 1/30 compression x 10
frames per second)
The following table shows the bandwidth requirements in Mbps for Quarter and Full VGA frame
sizes at four different frame rates. The examples in this document utilize a Quarter VGA frame at
10 FPS, which is typical of video monitoring and surveillance applications.
Frame Rate

5 FPS

10 FPS

15 FPS

30 FPS

Quarter VGA (320 x 240)
Full VGA (640 x 480)

0.3 Mbps
1.2 Mbps

0.6 Mbps
2.5 Mbps

0.9 Mbps
3.7 Mbps

1.8 Mbps
7.4 Mbps
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Bandwidth requirements (Mbps) for digital video surveillance

Implementing a WAP High Performance Wireless Mesh
WiBorne’s WAP High Performance Mesh network was designed for maximum performance and
reliability in a variety of applications. The WAP mesh is highly scalable and operates seamlessly
between indoor and outdoor environments in either the 2.4 GHz or 5 GHz spectrum. And unlike
other wireless networks, a WAP mesh is remarkably easy to install and operate. With its
self-healing capabilities, intuitive traffic management, and throughput up to 25 Mbps, a WAP
mesh readily satisfies the demands of most high-bandwidth/low latency applications, including
video monitoring and surveillance.
The major advantage of a WiBorne wireless mesh network is its ability to provide Ethernet
connectivity virtually anywhere—indoors and outdoors—without a wired backbone. This
distinguishing characteristic makes the mesh ideal for any location where network cabling is too
difficult or expensive to install, such as historic buildings, outdoor locations, temporary venues,
office spaces that change frequently and so on. Even in locations where wiring may be abundant,
wireless mesh technology often affords greater flexibility, less disruption and a superior return on
investment.
To all connected systems and equipment, the entire WAP mesh network functions as a virtual
Ethernet switch. For this reason, any Ethernet device can operate over the wireless mesh
backbone without any additional setup, drivers or other special software. Any device—IP camera,
DVS, server, PC or whatever—simply connects to one of the Ethernet ports on a WAP mesh
node exactly as it would to a physical Ethernet switch. Operation at Layer 2 Ethernet not only
makes the mesh easy to deploy, it also maintains compatibility with all higher-layer protocols,
thereby preserving the integrity of all applications operating on the mesh network.

WiBorne WAP Wireless Mesh Network
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The Math Behinds the Mesh
This sidebar is for those who desire a more in-depth understanding of how to characterize
wireless mesh performance. As mentioned previously, this analysis utilizes a 24-bit color Quarter
VGA frame with a compression ratio of 1/30 and a transmission rate of 10 FPS. The types of
calculations used here are equally valid for other scenarios using different values. Therefore,
transmitting a single 61,000 bit frame via radio at a 54 Mbps half-duplex data rate takes
approximately 1.1 milliseconds (1.1 ms or 0.0011 seconds). A frame rate of 10 frames per second
leaves a window of 100 ms for sending each frame.
The limiting factor for throughput in a mesh network normally involves the “intermediate” nodes
that must both receive and retransmit. In large mesh networks, there may be multiple “hops”
between the source (in this case a camera) and the ultimate destination (in this case a DVS). It
becomes important at this point to understand a little about IEEE standards-based radio
communications. Much like Ethernet, a mesh node must listen before it transmits to avoid the
“collisions” that can occur if two or more nodes transmit at the same time. This collision
avoidance protocol is a factor for all nodes within radio range, whether these nodes are along the
data path (upstream and downstream) or elsewhere in the mesh. It is also important to note that
this analysis does not take into account radio interference that might be caused by other systems
(e.g. wireless phones or wireless access points) in the vicinity.
Because the video is transmitted in a stream, the receipt and retransmissions of each frame must
occur within the 100 ms window determined by the frame rate. To “relay” a frame in this fashion,
therefore, takes approximately 3.0 ms (allowing some time for the slight collision avoidance delay
involved). A single intermediate node can, therefore, tolerate a maximum of 33 streams, (with
8-12 being the norm), occurring within its radio range. Because it is good practice in mesh design
for every node to have at least two neighbors, intermediate nodes may have up to six or eight
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neighbors within radio range. Assuming that its adjacent neighbors to either side (and not along
its data path) are also transmitting video streams, a single path through the mesh should be able
to accommodate four or five video streams (33 ÷ number of neighbors). Note that this is the
maximum for any single path. The mesh in its entirety can support multiple concurrent paths.
The limiting factor for an entire mesh with a single, centralized DVS can be determined in a
similar fashion. The key difference is a node connected directly to the DVS need not retransmit
video streams via its radios. In other words, it behaves primarily as a “receive only” node.
Although all nodes must transmit some protocol handshaking and management information, this
concept does prove useful in determining the maximum number of cameras the mesh can
accommodate. Because a frame from each stream must be received within the 100 ms window,
the mesh is more than able to support the maximum number of cameras typically supported by
the DVS (typically in the 16-32 range). However if a large number of cameras are used, additional
receive only nodes, connected to the DVS via a router, may be needed to feed the multiple video
paths to the DVS. Staying within these guidelines ensures that the WAP mesh will not be a
bottleneck in the system.

Deploying a WAP High Performance Mesh Network Step-by-Step
A WiBorne WAP High Performance Mesh network is very easy to install. In fact, because the
mesh is self-configuring, installation is about as “plug-and-play” as any network could ever be.
Presented here is the basic four-step process for deploying a WAP High Performance Mesh
network for video monitoring and surveillance applications.
Deploying a fully-functional WAP mesh network requires following only four basic steps outlined
below. The Math Behind the Mesh sidebar supplies the detailed calculations that may be
warranted in Steps #2 and #3. In addition, some application-specific guidelines are also provided
to help assure an optimal configuration.
Step 1—Begin by installing one WAP node for each indoor and outdoor camera location. The
camera will connect directly to an Ethernet port on the WAP node. And, of course, both the WAP
node and camera require power. On outdoor units, the WAP node can be battery-operated and is
also capable of providing power to the camera via Power over Ethernet (PoE).
Step 2—Next provide a WAP node for each “centralized” digital video server (DVS) system. In
very large-scale applications, multiple WAP/DVS pairs may be necessary based on either a
limitation of the DVS (some support only 16-32 cameras) or the bandwidth requirement
(determined by the frame size and rate). In situations requiring multiple DVSs, each WAP node is
configured as a special Network Gateway Interconnect (NGI) to optimize the flow of traffic for
peak performance. The multiple DVSs can be optionally internetworked via the existing wired
Ethernet infrastructure. To avoid creating a single point of failure in the mesh, take advantage of
its automatic failover capability by installing two WAP DVS nodes in primary/secondary fashion.
This configuration provides the services of a separate load-balancing switch without the additional
cost and complexity.
Step 3—Deploy “intermediate” nodes as required to link the camera nodes to the DVS node(s).
This is the only “tricky” part of the deployment, and even this step is fairly straightforward. The
goal here is to create a wireless “path” from each camera all the way to its assigned DVS. The
required path may already exist, either directly (a single “hop”) or via other WAP mesh nodes
(multiple “hops”). But where a “gap” exists in the mesh, one or more intermediate WAP node(s)
may be required to relay traffic. If no surveillance is required at their locations, these intermediate
nodes will not require cameras. After the initial installation, it may be necessary to reorient or
reposition these intermediate nodes or to change or adjust their antennas to optimize mesh traffic
flow.
Step 4—Once power is applied to all nodes, our robust OSLR protocol will automatically form the
mesh network using a set of default values. These default values specify the IP address,
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Extended Service Set Identifier (ESSID), radio mode/channel, encryption level and node names
for the mesh network—all of which can be changed later if desired. The invisible wireless links
among all nodes can now be “seen” using the WAP-Dude mesh management system, which also
provides the tools needed to monitor the network’s operation and “tweak” its configuration.
Because the use of WAP-Dude is beyond the scope of this white paper, please consult the
WAP-Dude documentation for a detailed explanation of how to get the most from this powerful
mesh management tool.

Additional Deployment Guidelines
Here are some additional “Rule of Thumb” recommendations that are useful in designing a WAP
High Performance Mesh network in video monitoring and surveillance applications:
•
•
•
•

•

•
•
•

Minimize radio interference by utilizing a spectrum and channel set not currently in use in
the vicinity.
If using Power over Ethernet, be sure that the camera selected supports the IEEE
802.3af industry standard. Some cameras utilize a proprietary power scheme requiring
the vendor’s own power source.
Minimize hop count by placing the DVS as close to the “center” of the mesh as possible.
Ideally, there would be no more than one primary intermediate node between each
camera and the WAP node connected to the DVS system(s).
Enhance the resiliency of the network by adding more intermediate nodes as secondary
or alternate paths to eliminate any mesh-wide single points of failure. But be careful not
to add too many redundant nodes, because doing so could increase the amount of
intra-mesh interference.
Eliminate any potential bottlenecks and enhance overall mesh resiliency by employing
multiple Network Gateway Interconnects (NGIs) on selected nodes to expand the “center”
of the mesh outward toward the edges where the cameras are located. These NGI nodes
can then be networked via the existing wired Ethernet infrastructure to reach the
monitoring facility and DVS system(s).
Fine-tune the traffic, as needed, by creating Virtual LANs (VLANs) to direct traffic along
desired routes. Utilize the Traffic Prioritization feature to give a higher priority to the most
critical cameras.
If security is a special concern, utilize the WAP packet encryption and filtering capabilities
to prevent tampering as well as the introduction of any unwanted traffic.
For very large-scale deployments, consider utilizing multiple mesh networks (with
different spectrum and/or channel assignments) to segment traffic for broader coverage
and enhanced performance.
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